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The modern CISO

Counting on the truth
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Metrics are the only way to
systematically improve security
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Metrics hold accountable
people to account
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Metrics show where to invest



Metrics extinguish politics
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Metrics allow us to
demonstrate control
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What’s needed
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Metrics require truth
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Metrics require automation



Everybody is talking about metrics

Satisfy Lead

Answer

Measure
Prioritize

Reduce risk

Hold to account

The Board
Auditors
Regulators
Compliance
The Business
Technology
Customers

Ourselves
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What do we need?

Point in time
Manual
Untrusted

Siloed

Disparate data

Continuous

Automated

Baseline truth

Business-relevant

Unified information
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What assets are we defending?

Where are our controls deployed?

Are our controls performing within policy?
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The truth is out there
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what do customers say?

The value delivered was:
No more challenging of data by stakeholders
Much more productive relationships versus toxic ones
Backlog of vulnerabilities reduced by 60% in 4 months
Immediately identified 29% of assets not in CMDB
Higher quality of risk management information to board
We can sweat the control assets we have to get much more
value from the data available from them.

Padr?aseer allowed ys to See across 3
ifferent IT estates with 3 single
Pane of glass for the first time
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\We needed strong
data, not opinions
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old vulnerabilities onto the
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Username

® albert.plattner

Forgot your password?

. panaseer The Panaseer Platform.
Actionable insight, Enterprise-wide
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Key Controls Assurance

Inventory of Devices
Metric: Agreed Inventory Coverage

% devices missing from CMDB

Vulnerability Management

Metric: Coverage Failures

% devices not scanned in last 7 days

Malware Defences
AV: Coverage Failures

% endnoints not installed

Metric: Inventory Rate

average days to inventory new device

Metric: SLA Breaches

% detections not patched within SLA

AV: SLA Breaches

% devices not scanned/undated in 7

Other Inform

average crit

*5

EDR: Covera¢

% endnoints

[£) — stNov2018  No Filters

Key Controls Assurance
Inventory of Devices
Metric: Agreed Inventory Coverage

devices missing from CMDB

+12

Vulnerability Management
Metric: Coverage Failures

ices not scanned in last 7 days

19

Malware Defences
AV: Coverage Fallures

endpoints not installed

-8

Security Skills Assessment

Metric: Phishing Tests Sent

Application Software Security
Metric: Applications Reviewed

applications not scanned (12

months)
« 42+ 7 =

Metric: Inventory Rate

average days to inventory new device

o 47

Metric: SLA Breaches

detections not patched within SLA

.78

AV: SLA Breaches

devices not scanned/updated in 7
days

* 36%.: ===

Metric: Phishing Click Rate

phishing bait clicked through

e Hx 3y ——

Metric: Issues Failing SLA

open critical/high detections failing

SLA

©79+ Y ——

Other C

CMDB records with complete data

* 960

Other Information: Typical Device
average critical detections per device

. 5,J[h‘. Ve T

EDR: Coverage Failures

endpoints not installed

<10

Other Information: Campaigns

# phishing campa

Other Information: Worst Offenders

# apphications with open critical
detections

- 44

Other Information: Outliers.

accounting for 80% of
b

v -F]28 B

EDR: Policy Breaches

agents not conn

© 297~

cting or out of date

Other Information: Worst Offenders

ugh offenders

Other Information: Fix Rate

average age of open detections

¢ 3400 L




& Connector Catalogue

Data Connector Catalogue
The Data Connector Catalogue shows our collection of data source system

integrations.

Browse your organisation's active and available Data Connectors or talk to us about your specific data need:

Search for a Data Connector

= More filters Request Data Connector support

Application Scanner

VERACODE CONTRAST

Application Security

Available

Contrast Security

Never Never

5 months ago 5 months ago

Details Activate

Authentication Services

Identity 1Q

5 monms a9

5 meata ago

() siGFix

GhishLine

Email Protection

National Vulnerability Database

Security Ratings

Never
3 s a0

3 monms g
5 mems a0

®SailPoint

BITSIGHT

RAPIDF)

Nexpose

servicenow

Configuration Management Database e

SOPHOS

ot Protection

@SailPoint

Sypieen Cecner

Syvtem Center Contiguration
Manager

J McAfee

== Windows

« Eventlog




% Subscribed

Security Insights Dashboards [¥] — SthNov2018  No Filters
> % Subscribed
> (© Recent

B Shared With You

{7 — sthNov2018  No Filte

Key Controls Assurance

Inventory of Devices

> @@ NIST Controls Assurance Key Controls Assurance _ et Aoreed e et nventory ot Other Iformation Other Information: Onboarding
> CJ All Dashboards - Q rerage days oo CI .

: o 47 e
Inventory of Devices 12 . © 9

Inventories

Search Metric: Agreed Inventory Metric: Inventory Rate Velnersbity Management
> n A“ [nVenIOries Coverage Me't': C'cv-e'd‘qe Nw\ufs uw'isj’\ B'uf'!ex. g:?;momanm Typicat ou.ef ‘nv'mv‘mr-m- .om es
average days to inventor » osA fbaciog
. : i new dgevicey y 19 278 .5 *28
% devices missing from w , v

oy Malware Defences
/o
V AV: Coverage Failures AV: SLA Breaches EDR Coverage Fadures EDR: Policy Breaches

"""""""""""" 8 . .?;6 . 10

Security Skills Assessment

Metric: Pheshing Tests Sent Metric: Phishing Click Rate Other Information: Campaigns  Other Information: Worst
Offenders

Vulnerability Management o2 "6 -8 0 “

Metric: Coverage Failures Metric: SLA Breaches

Application Software Security

Metric: Applications Reviewed  Metric: Issues Failing SLA Other Information: Worst Other Information: Fix Rate
Offenders

% devices not scanned in % detections not patched s s comartoarioh e | Tommmeion
last 7 days within SLA <42 *79 '44 * 34

19 . 78- = =




@ Inventories

[F] — 5thNov2018  No Filters

INENOHES Overview

All Inventories

Edit [7) Unsubscribed

Devices & Applications

- 9;826 devices 2/

Identities & Groups

e
= n
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B Inventories

[=] — 5thNov2018 No Filters

Inventories Overview

All Inventories Edit [] Unsubscribed

Devices & Applicati

Timestamp 2018-11-05 02:00

- 9 9,826

# source records 52,390

Identities & Groups

L
[==]:]
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@ Devices
[] — SthNov2018  No Filters

Devices Overview

) — Sth Nov 2018

Device Inventory

Device Inventory Edit [ Unsubscribed

OverVieW of Devices Overview of Devices

# Devices in Panaseer Smart Inventory

AsiaPac

# Devices in Panaseer Smart Inventory } 153 *

Investment Management Server . 792 :

Americas
377 -

Network . 108 :
546

265
Investment Management Server

Device List

Enity ID Host IPAddress  DevceType  DeviceSustyipe  Regon Coun city Business Unt Last Connection
View 034814 $n-29220 asiapac mycompany com 1007696 Sever Vet AsaPac  Singaccee  Sisgapsre  lewestmast Management Usux 20111042399
View 020319 bos-10793 americas mycompany com 100429 Server S oa  Americas  US Bosto Wealth Maragement 201811042359
user DeVICe View 031558 can-15464 asiapac mycempany com 10022110 Server sisac cavala  Cacdera  lewestmeet Masagement Lieux 201811042358
View 002748 1ds-20059 uk mycompany com 10040115 Server vz UK Leeds Irwestment Marazement Ueux 201811042358
View 0927SE  Ids-20078 uk mycompany com 10040134 Server Vet Y " Leeds Wealth Maragement Usux 200011042298
View 09274C  1ds-20040 wk mycompany com 10040116 Server Vs o K Leeds Wealth Maragement 201811042358
View OMBIE  $n-29214 asiapac mycompany com 1007690 Sever siaPac  Singaooce  Sigipsre  Wealth Masapament Usux 201811042358
View 032634 1ds-19746 uk mycompany com 1003997 Sever i K Leeds Wealth Maragement Usux 200011042298
View 020326 bos10806 americas mycompany com 100442 Server i us Boston Iewestmaet Maragement Lisux 201811042357

Network e P —— ey P P PoR— Cyr—

User Device




Wealth Management

Device List

Entity ID
View 004B14
View 000319
View 001558
View 00274B
View 00275E
View 00274C
View 004BOE
View 00263A
View 000326

View 0049CC

Server

User Device

Host
sin-29220.asiapac.mycompany.com
bos-10793.americas.mycompany.com
can-15464.asiapac.mycompany.com
Ids-20059.uk.mycompany.com
Ids-20078.uk.mycompany.com
060.uk.mycompany.com
214.asiapac.mycompany.com
Ids-19786.uk.mycompany.com
bos-10806.americas.mycompany.com

sin-28892.asiapac.mycompany.com

941 *

IP Address

10.0.76.96

10.0.4.29

10.0.22.110

10.0.40.115

10.0.40.134

10.0.40.116

10.0.76.90

10.0.39.97

10.0.4.42

10.0.75.23

Device Type
Server
Server
Server
Server
Server
Server
Server
Server
Server

Server

Device Subtype
Web application
Web application
Web application
Web application
Web application
Web application
Web application
Web application
Web application

Web application

1/983

Region
AsiaPac
Americas
AsiaPac
UK

UK

UK
AsiaPac
UK
Americas

AsiaPac

Next
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046

) — SthNov2018  NoF

Device Inventory

Overview of Devices

# Devices in Panaseer Smart Inventory

Americ.

392 +
1,364 =
773 5
293

941

Device List

ity
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@B Device Viewer
< Back to "Devices" Folder

PA rFrw-1889
Serial Number List: ASST28899U

Device Identifiers Network Context Data Source Coverage
Serial Number List ASST28899U Environment Type Production Active Directory 2018-10-31 17:30

Host List FTW-18899 Network Location Internal McAfee Foundstone 2018-10-31 03:51

DNS List ftw-18899.americas.mycompany.com Domain AMERICAS.MYCOMPANY.COM sccMm 2018-11-03 06:55

ServiceNow 2018-11-03 06:55
MAC Address List ab:cd:ef:63:bc:64 Distinguished CN=FTW-18899,0U=Investment

' Name Management,DC=Americas,DC=MyCompany,Di Symantec 2018-11-04 23:52
IP Address List 10.0.35.230

Netbios List FTW-18899
Business Context

. N )
Device Context Criticality Moderate

i . Region Americas
Device Type User Device

i Country us
Device Subtype Laptop

. . o Business Unit Investment Management
os Windows 7 Enterprise Edition
Division
Functional Role Unknown
Owner @) Fidela Fridaye

Manager @) Frazer Leadbeatter

Assignee @) Fidela Fridaye

Vulnerabilities Hosted Applications Endpoint Protection

Number of Detections Number of Hosted Applications Last AV Scan 2018-10-21 17:01

3 0 Applications Last AV Update 2018-11-04 06:48




8 Person Viewer

-~
< Back to "Devices" Folder
(2]
) . /' Edit
Fidela Fridaye
Functional Title: Developer Il
Person Identifiers Business Context Owned and Managed Devices
Employee ID 351 Functional Title Developer IlI Owned Devices 22
5 Display Name Fidela Fridaye Manager (Line @ Ellswerth Ablott Assigned Devices 22
, ) Manager)
First Name Fidela
Manager ) Lyndsie Klimsch
Last Name Fridaye (Department
Email fidela.fridaye@mycompany.com Head)
Business Unit Investment Management
Person Context Department Product
Job Title Developer Il Division Product
Employment Type Contractor Region Americas
Employment Start 2018-09-07 01:28 Country us
Date
Employment End -
Date
Owned and Managed Applications Owned Accounts

Owned Accounts 1



>anaseer % Subscribed

Security Insights Dashboards
> % Subscribed
> (© Recent
B Shared With You
> @B NIST Controls Assurance +All
v O All Dashboards
43 Business Overview
Business Unit Vulnerabilities

u
-

]

s Cross-Source Coverage
s Key Controls Assurance
-
| ]

Vulnerability Key Insights and Actions

Inventories
Search for any entity Search

> A All Inventories

[=] — 5thNov2018 No Filters

Key Controls Assurance

Inventory of Devices

Metric: Agreed Inventory Metric: Inventory Rate

Coverage
average days_to inventory

% devices missing from new device

CMDB

Vulnerability Management

Metric: Coverage Failures Metric: SLA Breaches

% detections not patched
within SLA

. 78

% devices not scanned in
last 7 days

3 EYES

() — shNov2018  NoFiter

Key Controls Assurance

Inventory of Devices

Vulnerability Management

Metric: Coverage Faikures

Malware Defences

AV Coverage Failures AV SLA Breaches EDR: Coverage Failures EDR: Policy Breaches

Security Skills Assessment

Metric: Phishing 5 Metric: Phishing Click Rate

°6

Application Software Security

Metric- Apphcations Reviewed  Metric: Issues Failing SLA

.42 .79




B Cross-Source Coverage

(] — 5thNov2018 No Filters

Cross-Source Coverage Edit [ Unsubscribed

Proportion of Devices Missing from Sources

® < 10% devices missing from source Between 10% and 20% devices missing from source @ > 20% devices missing from source
% Devices missing from source

CMDB AV e Vuin SCCM Device Manager EDR

B canaseer




m — 5th Nov 2018 . Expectedin CMDB -+ true X - InCMDB -+ false X

() — sthNov2018 Expected in CMD8 4 true X INCMDB 4 false X [0 ADD ) SAVE | CLEAR

Source Coverage Detail

Regional Coverage Breakdown

Source Coverage Detail

Only Windows devices are eligitie for AD and AV (Devices must also be flaged o managed AV orfy Servers are edg! gFex (and must have 7 daps)
‘oniy User Devices renning Windows are elgitie for SCOM (and me 7 days). Al devices 0 Vuin (where they shoukd have Been found within the last 7 days.)

[5] < 10% devices missing from sousce (B Between 10% and 20% Gevices missing tom sowte [E] > 20% devices missing from source

Americas AsaPac ux

- m m- 34\ 2 —

Neawort

Regional Coverage Breakdown

Only Windows devices are eligible for AD and AV (Devices must also be flagged as managed and not deleted to be found

only User Devices running Windows are eligible for SCCM (and must have connected within 7 days). All devices are expe

Data Source Combinations for Devices Missing from at Least 1 Source

15 < 10% devices missing from sourg

Americas AsiaP

5 Server

Device Type Breakdown

——

Operating System Breakdown

F_

51 5ource [Nt Soerce. O Mt Expected n Scrce

User Device

Network No Data No L — o |57 e & | | i i T g g | et e

R

View 0000FC  bei1503 sk mmpcompanycom 1001511

View 000062 B13424 sk empcompanyesm 10014110

281100
20181104

View 0CODS 813870 sk mpcompanpcom 100,154 2181100
81104

UK U

253
[T

08
UK U
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24
U U

nn

53
UK U

nn
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028
UK U

)

View O000EY  B1355) sk mmpcompanyeem 10014299

I I
f

View 0000FE  bek13579 sk mmpcompanycom 1001510

View 0000FG  bei13560 sk mmpcompanycom 10014254

{
f

Data Source Combinations for Devices Missing from at Least 1 Source e s e 0300

View 000053 513411 sk empcompanycom 1001497

Vitw 000DSE B340 sk mmpcompanycom 1001489

I I
f

# Devices with this combination of sources

View O00CED  bei-13545 sk mpcompanycom 10014251

300+
200 +

e 000 00 0000000000000 ee™




Data Source Combinations for Devices Missing from at Least 1 Source

# Devices with this combination of sources

300 4
200 +

‘ﬁlllln________ _________
DI e 00000000

nscem [ @]
mecvpe O O O O OO O OO

In AD
In AV

In BigFix
In Device Manager
In EDR

COO0@OO0

L JOX

OO

®O

O 00
00000
OXOX®)

OXOX

L JOX
oJoX X X

O 0O@O00O0
0O 00000
OO 00O
0O 00000
OO 00000
0 00000
OO 00000
| JOXOX X JONNN®)
Ce @ O @
OO 000 e

T T T
800 400 0
600 200
# Devices in this source
Device Type Breakdown Operating Syst
Device Type 0S Type

Linux
Windows
nown

User Device

Server

Network

o
)

w
F =

5 6 7 8
5 6 7 8

% Devices missing from any one source

Device 0s CMDB Last AV Last AD Last

() — sthNov2018 Expected in CMD8  + true X InCMDB 4 false X

Source Coverage Detail

Regional Coverage Breakdown

Only Widows devices are elgitée for AD and AV 150 be flagged as managed AV, only Servers re edg! gFex (and must have 7 daps)
----- jgitie for SOCM (and mru 7 days). AX devices are expe 0 Vuin (where they shoukd have Been found within the last 7 days.)

[5] < 10% devices missing from sousce (B Between 10% and 20% Gevices missing tom sowte [E] > 20% devices missing from source
AsiaPac ux

-
- m m- 34\ 2 —
- I IR I
- |

N

3227 s

Data Source Combinations for Devices Missing from at Least 1 Source

Device Type Breakdown

——

Emty 0 Host 1P Address

AAAAAAA

i
i

§ § § § § § § § § 8§

View 0000FC  bei1503 sk mmpcompanycom 1001511

View 000062 B13424 sk empcompanyesm 10014110

View 000063 Bei1357) sk mmpcompanycom 100154

View O000EY  B1355) sk mmpcompanyeem 10014299

View 0000FE  bek13579 sk mmpcompanycom 1001510

View 0000FG  bei13560 sk mmpcompanycom 10014254

View 000050 513408 sk empcompanycom 1001494

View 000053 513411 sk empcompanycom 1001497

Vitw 000DSE B340 sk mmpcompanycom 1001489

O I I O O O O

View O00CED  bei-13545 sk mpcompanycom 10014251



Entity ID

View 000DFC

View 000D60

View 000DF5

View 000DE1

View 000DFB

View 000DFO

View 000D50

View 000D53

View 000D4B

View 000DED

Host

bri-13580.uk.mycompany.com

bri-13424.uk.mycompany.com

bri-13573.uk.mycompany.com

bri-13553.uk.mycompany.com

bri-13579.uk.mycompany.com

bri-13568.uk.mycompany.com

bri-13408.uk.mycompany.com

bri-13411.uk.mycompany.com

bri-13403.uk.mycompany.com

bri-13565.uk.mycompany.com

IP Address

10.0.15.11

10.0.14.110

10.0.15.4

10.0.14.239

10.0.15.10

10.0.14.254

10.0.14.94

10.0.14.97

10.0.14.89

10.0.14.251

Device

Type

Server

Server

Server

Server

Server

Server

Server

Server

Server

Server

Region

UK

UK

UK

UK

UK

UK

UK

UK

UK

UK

0s

Type

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

() — sthNov2018 Expected in CMD8  + true X

InCMDB + false X

CMDB Last
Connection

AV Last
Connection

AD Last

Connection Source Coverage Detail

Regional Coverage Breakdown

Oely Windows devices o
oriy User Devices running Windows are elgiie for SCCM (and mes

e eligiie for AD and AV (Devices must also be flagged as

aped 10 AV oriy Servers ae elg

BigFix (and must have 7 days).

Americas

7 days). AX devices In CMDB and Vi (where they should have been found within the last 7 days.)

5] < 10% devices missing from sousce (B Between 10% and 20% Gevices missing tom souce [E] > 20% devces missing from source
AsiaPac

Data Source Combinations for Devices Missing from at Least 1 Source

CENEN e e oo
wscon [l

i cuoe
o
o

CCTH o
e

Device Type Breakdown

os

Host 1P Address Regien  Type

12598 skmpcompanycem 1001511
13424 sk mmpcampanycem 10034110
BA1287) shmpcompanpcem 100154
BA1IS) sk ampcampanycem 10034290

BH1IS79 shmpcompany.com  10.0.15.10

Previous  1/115 Next

1380 sk mmpcompanycem 10014254
13408 sk empcompunycom 1001494
13411 shmpcompanycem 1001497
13400 sk mmpeompany com 1001489

D145 sk mpcompaycom 1001425

B canaseer

——

Operating System Breakdown

F_

51 5ource [Nt Soerce. O Mt Expected n Scrce

Vil 5
"W SCCMUut  Gficlst  €ORLst Masow (s Owwesiast
Gl Comsclin Comaciin  Cwmectn Gumasciss Oieci Comaciss | Cumacin Cemecon

20181104




Data Source Combinations for Devices Missing from at Least 1 Source

() — sthNov2018 Expected in CMD8  + true X InCMDB 4 false X

Source Coverage Detail
# Devices with this combination of sources
Regional Coverage Breakdown

Only Widows devices are elgitée for AD and AV 150 be flagged as managed AV, only Servers re edg! gFex (and must have 7 daps)
----- jgitie for SOCM (and mru 7 days). AX devices are expe 0 Vuin (where they shoukd have Been found within the last 7 days.)

[5] < 10% devices missing from sousce (B Between 10% and 20% Gevices missing tom sowte [E] > 20% devices missing from source

AsaPac ux

‘l\-‘l]__ Americas
o-Illll-———————————————— N e [ s T e
UserDevice 30* 3
e Cee0C0C00 BC T
nscem [ @) - '
mevpe O O O O O OO OO

In AD
In AV

3227 s

O @
Ce00®

Data Source Combinations for Devices Missing from at Least 1 Source

|_JORSN®)

In BigFix

L JOF
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In Device Manager
In EDR
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OXOX

| JOX
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CO 000 @O
®

O

O

-

T T
800 400
600 200

# Devices in this source

Device Type Breakdown

——

Emty 0 Host 1P Address

AAAAAAA

Device Type Breakdown Operating Syst

Device Type )S Typ T

View 000062 B13424 sk empcompanyesm 10014110

i
i

§ § § § § § § § § 8§

Linux View 000063 B1387) sk empcompanpcem 100154

User Device e
Windows Vion 00001 BA13553 sk mrcompuncom 100,142
Unknown Vi O3FE B12579 smpcompanycom 1001510

e Solaris
0SX
Cisco 10S

Von 00360 5412548 sk epcampanycom 10014254
Matunr Vi 00005 5413408 sempcompucom 1001494
Network

View 000053 513411 sk empcompanycom 1001497

o
)
~

5 - ! View 00ODSE 113400 ok mmpcompanyeem 1001449
b o] ¢

O I I O O O O

% Devices missina from any one source . e te—— -

Device 0s CMDB Last AV Last AD Last




[2] < 10% devices missing from source [@] Between 10% and 20% devices missing from source [[8)] > 20% devices missing from source

UK

Server

Source Coverage Detail £ () Unsubsered
o

e

) — sthwov 2018 MEOR 4 siue X In Device Manager 4 = faise X Indigh 4+ = wue X AV 4 ML X 1Showat [ ADD ) SAVE || CLEAR

caly User gile for SCCM (ang must whthin 7 days). A% evices ae 204 Vil (wheve they feund within the last 7 cays )

[E] « 197 devices missing om source B Between 10% and 2 sowce []> 20 tom sounce

-
o ew_a

Data Source Combinations for Devices Missing from at Least 1 Source

Data Source Combi for Devices Missing from at Least 1 Source

# De¥ices with this combination of sources

1

—_ O N

N U

OO0
|

.

In Vuln

In SCCM
InCMDB
In AD
In AV

Device Type Breakdown

51 Souce [E]Moni Seurce © Mot Expected in Soace

Operating System Breakdown

In BigFix

In Device Manager

L JON

Vude Scanewe Devce
evice 08 CMDBLst  Avias ADLam Lt SCOMLast  SigFiclast  EDRLast MasswList  Oversl List
LD et PAdhess Type  Regen Type  Comsection Comecton Comnecton  Conecson  Comnection  Cosection  Comnection  Connection
In EDR e OBEC 501300k gy 1001811 S U s o
29
T T T T T T ] View 000050 DA13424 Wk myempargcom 10014110 Sever UK Lisux w8114
na
” e 150 100 £ n
) ) )
300 250 50100 50 0 oS b1 Ao 108144 S X U F—
200 fin
LUV
View GOX0EY  BA1ISSI Wk myrompangcom 10014209 Server UK Umux

W o
141

# Devices in this source

20181104
n

View G0JFE B 1ISTY uk mycompangcem 1001510  Sever UK Lisax

View G0J0FS B 13S68 ukmycompangcom 10014254 Sever UK Lisux 20184304
03

0181104
20

View 03050 5613408 uk mycempanycem 1001434

ii
i

View 00053 be13411 uk mycempanycom  10.0.1497

W181104
0

View 03048 13403 uk mycompangcem 1001489 Server UK 20181104
an

Device Type Breakdown Operating

Device Type 0ST

View S0O0ED  be 11565 uk mytompangcom 10014251 Server UK wenoe
nn

Linux




< 10% devices missing from source @] Between T0% and 20% devices missing from source [[8)] > 20% devices missing from source

Campaign Management UK

Track Campaigns 1 6 % 1R ._‘

Monitor the progress of open campaigns.

Closed Campaigns
Browse closed campaigns. Least 1 Source

New Campaign

Create a new campaign, based on the scope of the current
dashboard filters.

In Vuln

In SCCM
InCMDB
In AD
In AV

In BigFix

In Device Manager

Device Type Breakdown Operating System Breakdown
Device T OST




Create Campaign

Objective * Title *

CMDB coverage ~ CMDB Coverage clean up C1

Start Date* End Date*

a 2018-11-05 E 2018-12-05

Scope Initial Workload

Expected in CMDB 4 true X In AD 4 false X InAV 4 false X 31 4 devices not in CMDB

In BigFix 4+ =true X InCMDB 4 =false X false X

In Device Manager 4 = false X INEDR 4 =true X InSCCM 4 false X

InVuln 4 =true X Device Type 4 Server X Region 4+ UK X

Timestamp <4 1541383200 X

| WS P W [l « TN P . PN P PN PPV PR




< 10% devices missing from source [©] Between 10% and 20% devices missing from source [[8] > 20% devices missing from source
Campaign Management UK

Track Campaigns

Monitor the progress of open campaigns.

Source Coverage Detail £ [ Unsubscrided

e

. ) — SthNov 2018 WEOR 4 ~tue X In Device Manager 4 = Tl X Insigh 4 e X AV 4 ML X 11 Show ot ADD SAVE CLEAR
Closed Campaigns B :

caly User Devices running Windows are eigidle for SCCM (3nd meust have connected within 7 days). A Sevices are expected in CMDB 3nd Viskn (wheve they should have been found within the last 7

Browse closed campaigns. Least 1 Source : e e e o o % i o

Uk

o

16% _ g
New Campaign

Create a new campaign, based on the scope of the current
dashboard filters.

In Vuln

In SCCM
InCMDB
In AD Jevice Type Breakdown
In AV
In BigFix

In Device Manager
=p = o
e ey pe— e
e [Ty p— T
ooy TP — PP
ey [T y——— e
ey [Ty pem— e

Device Type Breakdown e

View S0J0ED  be11565 uk mysompangcom 100 14251 Server U

Device Type




l»# Campaign Tracking

Global SMB/EternalBlue Cleanup

Start: 40
v

9 7 % complete

A Remaining 1 detections / 40 detections

End # 2018-11-12  Started 2018-10-04

(6 months ago)

CVE 4 CVE-2017-0144 X

Campaign Progress by Device Type

w UK Inventory Refresh

1. 64
Start. 646 Remaining: 537

1 6 % complete

2018-10-04

Solaris Scan Coverage

Start: 102
v

Remaining: 51

50 % complete - . —¥

........................................... 7 NGeRREEEEEEEEE

A
2018-10-04
Remaining 51 devices not scanned / 102 devices not scanned

# 2018-12-05 Started 2018-10-04

(5 months ago)

InVuln 4 false X 0S Type 4 Solaris X

Devices Not Covered by Region

CrowdStrike Final Phase

Start: 654
v

Remaining: 295
—3

54 % complete

295 devices without EDR / 654 devices without
EDR

Remaining

# 2018-12-05 Started
(5 months ago)

2018-10-29

Device Type 4 User Device X

Region 4+ Americas X

EDR Missing by BU




vt CrowdStrike Final Phase

[F] — 5thNov2018 No Filters

CrowdStrike Final Phase

Start: 654
A4

S~ Remaining: 295
54 % complete —¥

e P
2018-10-29

A Remaining 295 devices without EDR / 654 devices without EDR

End # 2018-12-05 Started 2018-10-29
(5 months ago)

Device Type 4+ User Device X Region 4+ Americas X

Exceptions

3 ADD FROM FILTERS

Action History

g2 EXPORT HISTORY

EDR Source

EDR Missing

Americas

EDR Missing

User Devic

List of Devic

Entity ID

View 0000A3

View 0000A4

View 0000A5

) — smNov2ois  NoFilters ADO

v CrowdStrike Final Phase EDR Source Coverage

sn o5

EDR Missing by Regwon

54 semanag ® < 10% devices miasing fom sowce © Between 10% 356 20

.45

Device Type + UserDevice X Reglon 4 Americas X EDR Missing by Device Ty,

Excepticas

© 45

List of Devices with EDR Missing - Start of Campaign

» Device R
Aserers Conn

Eneity 10 ONS Name

View DJ0OA3  bow 10163 americas mycompany com  10.0.1.164

Action History

View 0X0AL  bos 10144 americas mycompanycom 1001165

View OXOAS  bos 10145, americas mycompanycom  10.0.1.166

View 0300AS  bos-10166 americas mycompanycom 1001167 User
Dew

View OXOAT  bos10167.americas mycompany.com  10.0.1.164
Dew

View 03I0AD  bos- 10149, americas mycompanycom 100117

View O3OAA  bow 10170, americas mycompany.com  10.0.1.171
Dew

View 0300AB  bos 10171 americas mycompany.com  10.0.1.172

View 0XOAC  bos-10172 americas mycompany com

00117

View 0300AD  bos10173.americas mycompany com

00114

List of Devices with EDR Missing - Remaining in Campaign
Past
Eney - Device

oty 0 " ONS Namme. Aderes  Type  Regen 05 Type

View 0XIOA)  0OS0AI  bos-1916) americas mycomganycom 1001164

bos 19184 amencas myconpany con

1001165

50819165 americas mycomganycom  10.0.1,166

View 0X0AS  0O30AS bos10166amencas mycompanycon 1001167 User  Americas  Window

10519167 americas mycompanycom  10.0.1.168

bos-10169 americas mycomganycom 1001170 User

bos-19170 americas mycompanycom 10,0171

bos- 10171 americas mycompanycom  10.0.1.172

Yiew OXOAC 0OJOAC  bos-19172 americas mycomganycom 1001173 Americas 05K

View 030AD 0O30AD bos-3017)amenicas mycompanycom 1001174 User  Americas  OSX
Drvice

130 Neat




% Subscribed

(7] — 5thNov2018 No Filters

Key Controls Assurance

Inventory of Devices
Metric: Agreed Inventory Coverage

% devices missing from CMDB

Vulnerability Management

Metric: Coverage Failures

% devices not scanned in last 7 days

Malware Defences

AV: Coverage Failures

Metric: Inventory Rate

average days to inventory new device

v
¢ 47 days -3.49

Metric: SLA Breaches

% detections not patched within SLA

AV: SLA Breaches

) — sthNov2018  No

Key Controls Assurance

Inventory of Devices

Metric: Agreed Inventory Coverage Metric: Inventory Rate Other Inf Ci

n CMDB

Other Infort 120 4T lgp

o/ C M D B r Vulnerability Management
0

Metric: Coverage Failures Metric: SLA Breaches Other Information: Typical Device Other Information: Outhers

ed in last 7 days tions per device

e TEITI mpe—

Malware Defences
AV: Coverage Failures AV: SLA Breaches EDR: Coverage Failures EDR: Policy Breaches

nned/updated in 7

8 M; 36+ === 10 . © 297~

Oth er | n for Security Skills Assessment

Metric: Phishing Tests Sent Metric: Phishing Click Rate Other Information: Campaigns Other Information: Worst Offenders

g bait clicked through ompleted ough offender

average ¢ ' © 65 = ¢85 — <0

Application Software Security
Metric: Applications Reviewed Metric: Issues Failing SLA Other Information: Worst Offenders Other Information: Fix Rate

tical/high detections failing # applications with open critica

79 e a4 P34

EDR: Cover:




# Panaseer B Key Metrics: Vulnerability Technical Debt

- (] — sthNov2018 No Filters

o

) — smNov201s o Fiters £3 Avo

o Key Metrics: Vulnerability Technical Debt

Key Metrics: Vulnerability Technical Debt

Key Metrics Overview

Vuinerabiity Scan Cover Technical Debt

age

Key Metrics Overview

% detections in backlog

=, = i
- 78

Vulnerability Scan Coverage Performance KPI Technical L

Key Areas to Address: Backlog Breakdown and Worst Offending Devices

Each cell is the number of Percentage of Vulnerabilty Detections in Backiog

vuinerability detections in the

% eligible devices scanned recently avg # detections per device o d te ko fer e ein nd dee — o e
o de R P on

User Dewce ”

for this combimation

B 95% 80% 3
' Gl ona celio electa gt and

device trpe to target

>usy »3% S é

81+ °5

The cokum chart shows the 80 Worst 50 Devices with Software Faily Breakdown

evices with the most detections in
the backlog, with the detections
Grouped by software family. Each
colume represents one device

B Select muttiple cotemns to target
certain devices

Key Areas to Address: Backlog Breakdown and Worst Offending Devices

Each cell is the number of Percentage of Vulnerability Detections in Backlog
vulnerability detections in the
backlog for a given region and device
type combination, as a percentage of
the total number of identified devices
for this combination.

Taking Action: Backlog Vulnerability Detection Records

Orvce
B moncicn - ttes R st Phsws  Tioe  Aages  WaB

acsv View 091951 w1601 10820387 Sarr

Americas

49 %
31

1 Creste s campaign by clicking en
Campaign Managemest in the
sitebar

View COMFY  wn200T) 10BTAIN  Serwe  AsaPac Vs RJUON

User Device

Server

N
95%
29

k Click on a cell to select a region and 2

device type to target

The column chart shows the 50 Worst 50 Devices with Software Family Breakdown

Aaviane with tha mact datantinne in




device type to target

th Nov 2018 1 month

The column chart shows the 50 Worst 50 Devices with Software Family Breakdown

devices with the most detections in

. . 3 oti o - ) — SnNov2018  NoFiters
the backlog, with the detections e ——
ey Metrics: Vulneral T al Debt
grouped by software family. Each Ky Marios varow
column represents one device. 600 - “f??.”ﬁl‘ff?fgi‘;fiﬁfi‘.,,, °ZITT.TT.T.57£.,E,,V o s ”28““
.78
Hl select multiple columns to target -=-- -

qc O | Key Areas to Address: Backlog Breakdown and Worst Offending Devices

certain devices

Each cell is the number of Percentage of Vulnerabilty Detections in Backiog
wuinerabiity detections in the

Backlog for a gven regioe and davice

type combination, as & percentage of

the total number of identified devices 4 49‘ %

400 - for this combimation

® Click on 2 cell 10 seiect a region and
device type to target

[o REENT- RPN © B
[T

The column chert shows the 80 Worst 50 Devices with Software Family Breakdown
Gevices with the most detections in

300 the backiog, with the detections

9 Grouped by software famiy. Eoch
column represents one device.

B Seect muttiple cotermns 9 tarpet
certan sevices

200

100+

Taking Action: Backlog Vulnerability Detection Records

Devce
B pughe ek w0 axpart detection Bt a6 D Mt PAsws Toe fepee  Wa®

acsv View 091951 e ib4N) 10826987 Sarvr Ven oI ORE

¥ Create a campaign by cicking e

View COMF1 n288T)  108TA  Sarver
Campaicn Mansgemest i e
Sebar

10815128 Serer

Taking Action: Backlog Vulnerability Detection Records

Devie
Entity ID Host IP Address  Type Region Vuln ID

aCsv View 001951  ftw-16481 10.0.26.107 Server  Americas View W018-084

Right click to export detection list as




Criticality 4 Critical X

Search -+ Include ~ @ TOGGLE | Clear

What dimension do you want to apply a filter for?
7" VALUES (. PATTERN

# Detections

# Devices Search / Add Values

Business Unit B Select All

CVE

& Critical .7
city
Country a

"] Low

Cumul Detect
Cumul Perc | Moderate
DNS

Days Between Vuln Published First Seen

Days Between Vuln Published First Seen Bins

Days Since Last Connect

SQL Console Are you finding the filter interface helpful? g ®! [ Cancel B Apply




device type to target

The column chart shows the 50
devices with the most detections in
the backlog, with the detections
grouped by software family. Each
column represents one device.

L select multiple columns to target

certain devices

# detections

600

400

300 4

Worst 50 Devices with Software Family Breakdown

[F) — SmNovzore | Crwcalry 4 High X Crmeal X

Key Metrics: Vulnerability Technical Debt

Key Metrics Overview

Vulnerability Scan Coverage

erptie devces scanned recently

81

Peetormance KPI Technical Dedt Outlier Devices in the Backlog

g ¥ Oetectisns pev device

e 57

% detections in backlog

.78

Key Areas to Address: Backlog Breakdown and Worst Offending Devices

Each cell is the number of
wulnerability detections in the
Backlog for a given region and device
type combination, as a percentage of
the total sumber of identified devices
foe this combination

N Click on a coll 10 select a reghsn and
device type 1o target

The column chart shows the 50
devices with the most detections in
the backlog. with the detections
grouped by software family, Each

Percentage of Vulnerabiity Detections in Backiog

Amencas

Worst SO Devices with Software Famiy Breskdown

cokumn represents ooe device.

BX Select musiple cotumas 1o target
cortan cevices

200+

100+

Taking Action: Backlog Vulnerability Detection Records

Devce
B Right cick 10 export detection list a5 D (D LD D
acsv Ven OO0 Mb20S 100416 Sever

¥ Creste 3 campaign by clicking on

Campaign Management in the
Sicetar

View OFEA M 18074 19032170 Server

Ve 0RATE  Mw167M 10027145 Seever

BONAT  Seever

Taking Action: Backlog Vulnerability Detection Records

Right click to export detection list as Entity ID Host IP Address  Type Region Vuln ID
aCsv View 0027DD  Ids-20205 10.0.41.6 Server UK View R018-16

rall dAarivad fram mknadi2) 12:NQ 14'84



B Device Viewer

< Back to "Key Metrics: Vulnerability Technical Debt" Dashboard

* Edit
DA 1Ds-19599 i
Serial Number List: ASST29599S

Device Identifiers Network Context Data Source Coverage

Serial Number List ASST29599S Environment Type Test BigFix 2018-11-04 13:37
3 Host List LDS-19599 Network Location External CrowdsStrike 2018-11-03 23:06

DNS List Ids-19599.uk.mycompany.com Domain - Servicetiow 2016-10-51 22.27

, - Tenable SC 2018-11-04 13:37
MAC Address List ab:cd:ef:63:c3:64 Distinguished -
Name
IP Address List 10.0.38.165
Netbios List -

Business Context

: Criticalit High
Device Context Y g
Region UK
Device Type Server
) Country UK
Device Subtype Web application
Business Unit Investment Management
0s RHEL 6.7
Division -
Functional Role Unknown
Owner & Brady Troup
Manager @ wynn Sarney
Assignee & Brady Troup
Vulnerabilities Hosted Applications Endpoint Protection
Number of Detections Number of Hosted Applications

v — . .
543 -18 0 Applications



device type to target

5th Nov 2018 1 month

The column chart shows the 50 Worst 50 Devices with Software Family Breakdown

devices with the most detections in ' CETE—
the backlog, with the detections b T —
grouped by software family. Each reyenes remie

Vulnerability Scan Coverage Performance KPI Technical Dedt Outlier Devices in the Backlog

column represents one device. i vy %dexefu%n:acmog e

L select multiple columns to target =

SC O || Key Areas to Address: Backlog Breakdown and Worst Offending Devices

certain devices ol s e s of Percentage o VinerabiltyDetections i Backiog

wwinerabilty detections in the
backlog for a given region and device
type combination, 35 a percentage of
the totsl rmber of identified devices . 49 48
foe this combination

[ IEENTRENTEN © BT°N
w

4004

N Click on a coll 10 select a reghsn and
device type 1o target

The cokumn chart shows the 50 Worst S0 Devices with Software Famiy Breakdown
- devices with the most detections in
the backlog. with the detections
3C O 4 grouped by software family. Each
column represents one device.

200

{]]]] [ []]]

100 4

Taking Action: Backlog Vulnerability Detection Records

Devce
B monatio e ey 0 Heat W Aseess Type
acsv Vew K7D  Ms 20205 100416 Sever

¥ Create a campaign By clicking on
Campaign Management in the
Sicetar

View OFEA M 18074 19032170 Server

VewORATE Mwl67M 10027145 Seever

WONAT  Seever

Taking Action: Backlog Vulnerability Detection Records

Right click to export detection list as Entity ID Host IP Address  Type Region Vuln ID

aCsv View 0027DD  |ds-20205 10.0.41.6 Server UK View R018-10

rall Aarived fram mknadi?) 12:NQ 1454



device type to target

The column chart shows the 50
devices with the most detections in
the backlog, with the detections
grouped by software family. Each
column represents one device.

Lh Select multiple columns to target
certain devices

Worst 50 Devices with Software Family Breakdown

# detections

150

10

o

w
o

Taking Action: Backlog Vulnerability Detection Records

Right click to export detection list as
aCsv

¥ Createa campaign by clicking on
Campaign Management in the
Sidebar

Entity ID

View 001F8A

View 002116

View 00200E

Host

ftw-18074

ftw-18470

ftw-18206

IP Address

10.0.32.170

10.0.34.56

10.0.33.47

Device
Type

Server

Server

Server

Region

Americas

Americas

Americas

Vuln ID

View W017-0269

View W017-0298

View W018-1038

Software
Family

Windows

Windows

Windows

Vuln Name

Windows SMB Denial
of Service

Windows COM
Session Elevation of
Privilege

Windows Kernel

Vuln
Severity
High

Medium

High

5th Nov 2018 1 month

IE
Office M
Windows H

devices
5th Nov 2018 » month
Last Seen
First Seen Timestamp
2017-05-15 2018-11-04
08:05 19:47
2018-05-20 2018-10-25
01:16 1416
2018-04-05 2018-11-04




Vulnerability Management

Metric: Coverage Failures

% devices not scanned in last 7 days

Malware Defences
AV: Coverage Failures

% endpoints not installed

Security Skills Assessment
Metric: Phishing Tests Sent

% employees not sent test in last
month

Application Software Security

Metric: SLA Breaches

% detections not patched within SLA

AV: SLA Breaches

% devices not scanned/updated in 7
days

Metric: Phishing Click Rate
% phishing bait clicked through

o6%§

Other Informa

*

() — SthNov2018  NoFilters

Key Controls Assurance

Inventory of Devices

Metric: Agreed Inventory Coverage Metric: Inventory Rate Other

CMDB records with complete data

* 96 == E—

% devices missing from CMDB

. 12 3 . . 47‘1-*-'* ser

average days to inventory new device

Vulnerability Management
Metric: Coverage Failures Metric: SLA Breaches Other Information: Typical Device

% devices not scanned in last 7 days

+19 ' * 78N == e I

% detections not patched within SLA average critical detections per device

Malware Defences
AV: Coverage Failures AV: SLA Breaches EDR: Coverage Failures EDR: Policy Breaches

devices not scanned/updated in 7 points not installed agents not connecting

M; 36 S N 10 ss - M 29 N P\

Security Skills Assessment

Metric: Phishing Tests Sent Metric: Phishing Click Rate Other Information: Campaigns Other Information: Worst Offenders

# phishing campaigns completed repeat click-through offenders

e85 —— 0

x employees not sent test in last phishing bait clicked through

month
*eHx 3 —
.2 8 e

Application Software Security

Metric: Applications Reviewed Metric: Issues Failing SLA Other Information: Worst Offenders. Other Information: Fix Rate
% applications not scanned (12 op # applications with open critical
months) SLA detections

042-VH * 2 RS

average age of open detections

. 34:1“’. S —
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AV SLA Report

% devices failing policy

7+ days since last scan OR 1+ days since expiry
Americas

Desktop

Laptop

Details of Devices Failing SLA

Distribution of assets out of update SLA

Devices failing policy (7+ days since last sc

Entity ID

View 003D22

View 004F09

View 002054

Host List

NYC-25650

SIN-30233

FTW-18276

IP Address

List

10.0.62.96

10.0.80.89

10.0.33.117

Type
Subtyp:
Laptop

Laptop

Server

) — smNev 20l NoF

AV SLA Report

% devices failing policy

7 Gays since last scan OR 1+ days since expiry

Details of Devices Failing SLA

Distribution of assets out of update SLA

Distribution of assets out of scan SLA

Devices fading policy (7+ days since last scan OR 1+ days since expiry)

a0

View 003022

Wetumt U

L)

moen

WA Toe
" pre
100629 L

10amm

panaseer

aezen

s

Last sen

w101

23

21008
21

41008
0%




Details of Devices Failing SLA

) — smNev 208 NoFiters

Distribution of assets out of update SLA Devices failing policy (7+ days since last sca st

IP Address Type T TR —
Entity ID Host List List Subtype

View 003D22 NYC-25650 10.0.62.96 Laptop

View 004F09  SIN-30233  10.0.80.89  Laptop

Details of Devices Failing SLA

Distribution of assets out of update SLA Devices faling policy (7+
View 002054 FTW-18276 10.0.33.117  Server o o
View 004FOB  SIN-30235  10.0.80.91 Laptop E——

View 003D27 NYC-25655 10.0.62.101 Laptop

Distribution of assets out of scan SLA

21 28

_ B View 001152 BRI-14434 10.0.18.100 Desktop
lime Exceeded Update

5th Nov View 004F17  SIN-30247  10.0.80.103 Laptop

Pisiribution of aSsets out of scan SEA View 002055 FTW-18277 10.0.33.118  Server =

View 01048 CANTSST 10822198 L
View 00279

View 067181

View 00114E  BRI-14430  10.0.18.96 Desktop —
View 00114F  BRI-14431 10.0.18.97 Desktop

View 001150 BRI-14432  10.0.18.98 Desktop

View 001939 FTW-16457 10.0.26.83 Server

W canaseer

View 0023F0  LDS-19200 10.0.37.21 Laptop

View 001214 BRI-14628 10.0.19.39 Laptop 2018-10-11 2018-10-11
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AV SLA Report

% devices failing policy

7+ days since last scan OR 1+ days sincéfex
Americas

Desktop

Laptop

Details of Devices Failing SLA

Distribution of assets out of update SLA

Devices failing policy (7+ days since last sc

Entity ID

View 003D22

View 004F09

View 002054

Host List

NYC-25650

SIN-30233

FTW-18276

IP Address

List

10.0.62.96

10.0.80.89

10.0.33.117

Type
Subtyp:
Laptop

Laptop

Server

) — smNev 20l NoF

AV SLA Report

% devices failing policy

7 Gays since last scan OR 1+ days since expiry

Details of Devices Failing SLA

Distribution of assets out of update SLA

Distribution of assets out of scan SLA

Devices fading policy (7+ days since last scan OR 1+ days since expiry)

a0

View 003022

Wetumt U

L)

moen

WA Toe
" pre
100629 L

10amm

panaseer

aezen

s

Last sen

w101

23

21008
21

41008
0%




a — 5th Nov 2018 Region <+ AsiaPac X Type Subtype 4 Desktop X

AV SLA Report

) — smNov2018 Region 4 AsaPac X Type Subtype 4 Deskicp X SAVE CLEAR

AV SLA Report 1 [ Unsubscrided

es failing policy

% devices failing policy

7+ days since last scan OR 1+ days since expiry m

Americas
Details of Devices Failing SLA
DeSKIOp 4 % Distribution of assets out of update SLA Devices faling policy (7+ days since last scan OR 1+ days since expiry) ateindestes
> Laptop
Server
Details of Devices Failing SLA
Distribution of assets out of update SLA Devices failing policy (7+ days since last sc
IP Address Type
Entity ID Host List List Subtyp

View 004E2B  SIN-30011 10.0.79.122 Deskto|

View 004E2D SIN-30013  10.0.79.124 Deskto|

View 004E30 SIN-30016  10.0.79.127 Deskto




Details of Devices Failing SLA

Distribution of assets out of update SLA Devices failing policy (7+ days since last sca

IP Address Type
Entity ID Host List List Subtype

() — smNov2018 Regien 4 AsaPac X Type Subtype 4 Desiacp X

View 004E2B  SIN-30011 10.0.79.122 Desktop

AV SLA Report

% devices failing policy

View 004E2D  SIN-30013  10.0.79.124 Desktop

7+ days snce last scan OR 1+ days since expiry

View 004E30  SIN-30016  10.0.79.127 Desktop m

View 004E2F  SIN-30015  10.0.79.126 Desktop

Details of Devices Failing SLA

View 004E2C SIN-30012 10.0.79.123 DeSkIOp Distribution of assets out of update SLA Devices fafing policy (7+ days since last scan OR 1+ days since expiry) A
Entity 1D Host Lst :‘:w ;:::m Pegeon Last Scan 'mb(«s‘:: 'm[n(m
0 1 1 VewOMEIS SINJON 10012 Cesimp  Asabuc w101 : n
14 21 28 35 " Vo 002D SHONOI 100124 Desk - P
B N View 004E2E  SIN-30014  10.0.79.125 Desktop -
Time Exceeded Update VenOME0 SWNOIS 1007127 Desus  As ey ey
5th Nov : View 00184F CAN-16223 10.0.25.104 Desktop Voo emot: WM Sy A Mo mewn
Distribution of assets out of scan SLA et B Tl

Distribution of assets out of scan SLA

W

14>
Time Exceeded Scan




vl vuineraopuiy vanagement
v B Key Insights and Actions

43 Key Metrics:
Vulnerability Scan
Coverage

Key Metrics:
Vulnerability
Performance KPI

Key Metrics:
Vulnerability Technical
Debt

Key Metrics: Backlog
Outlier Devices
v @ Patch Management

43 Deployed Patches in
Breach of SLA
43 Devices Failing Patching

SLA <

ulnerability Exposure

iV
43 Vulnerability Diagnostics
H Y

ulnerability SLA Report

v @ Application Security
Application Security

Application Security
Program Manager

v @ Malware Defences
AV SLA Report
AV Threat Report
EDR SLA Report

v @ Respond

[] — 5thNov2018 No Filters

Application Security Program Manager

# Affected
Applications

# Open Detections

Detection Trends
by Vendor
# Detections

3502

350

77 ——

To8

# Aq
Sca
Mo

B smmmron 1

Agplication Security Program Manager

493

77 =




Security Insights Dashboards

> W Subscribed
> (© Recent
B Shared With You
v [l NIST Controls Assurance
v B |dentify
v @ Asset Management
v @ Device Inventory
B3 Device Inventory Rate

v [ Data Source Coverage
v B CISO

B3 CISO Data Source
Coverage

B3 Source Coverage Detail
v B Program Manager
B3 Source Coverage Detail
v B Protect

v @ Privileged Access
Management

v @ Administrative Privilege
and Permissions
28 PAM: Linux/Unix
Administrative Privileges
28 PAM: Windows
Administrative Privileges

v BB Authentication Events and
Infringements

B2 PAM: Linux/Unix
Infringement Report

28 PAM: Windows
Infringement Report
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