
Security Metrics

Counting on the truth

for
The modern CISO

https://xkcd.com/363/



Metrics are the only way to 
systematically improve security



Metrics hold accountable
people to account



Metrics show where to invest



Metrics extinguish politics



Metrics allow us to
demonstrate control



What’s needed



Metrics require truth



Metrics require automation



Everybody is talking about metrics

The Board

Auditors

Regulators

Compliance

The Business

Technology

Customers

Ourselves

Answer
Satisfy

Measure
Prioritize

Lead

Reduce risk

Hold to account



What do we need?

Continuous

Automated

Baseline truth

Business-relevant

Unified information

Point in time

Manual

Untrusted

Siloed

Disparate data



What assets are we defending?

Where are our controls deployed?

Are our controls performing within policy?



The truth is out there
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what assets are we defending?

where are our 
controls 

deployed?

are our controls 
performing to 
expectations?



what do customers say? We needed strong 

data, not opinions

The value delivered was:
- No more challenging of data by stakeholders
- Much more productive relationships versus toxic ones
- Backlog of vulnerabilities reduced by 60% in 4 months
- Immediately identified 29% of assets not in CMDB
- Higher quality of risk management information to board
- We can sweat the control assets we have to get much more 

value from the data available from them.

Panaseer allowed us to see across 3 different IT estates with a single pane of glass for the first time

The ability to drill down into the data allowed us to quickly fix a device build in a particular business that was creating new detections by introducing old vulnerabilities onto the 
environment

We were able to run a global campaign 

to track devices with end-of-life 

applications and measure progress 

across teams

















































































Continuous Controls Monitoring


