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FUNDAMENTAL CHALLENGE

Cybersecurity today is based on ASSUMPTIONS

We simply haven’t had a way to MEASURE & generate EVIDENCE

WE ASSUME:

Technologies work as vendors
claim

WE ASSUME:

People are correctly handling events and
processes are effective
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WE ASSUME:

Products are deployed and configured
correctly

WE ASSUME:

Changes to the environment are properly
understood, communicated and implemented
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ASSUMPTION-BASED, NOT EVIDENCE-BASED SECURITY

~25% of prevention works ~45% of detection works ~22% of correlation alerts work
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Resulting in

e Poor rationalization: validation, prioritization, investment, and retirement
e Limited security value with time, money, and resource waste
* Leadership decisions based on inaccurate and incomplete measures



VERODIN SIP. NOT JUST BETTER. DIFFERENT.

f{ Controls Effectiveness Validation: Identifying Gaps

Optimization, Mapping & Assurance: Tuning Prescriptively

bessem Rationalization: Value, Investment Prioritization & Retirement
’  Known Good Baseline: Environmental Drift Automation

8 4 Reporting & Communicating Security Effectiveness: Proof
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Hundreds of technology
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BENEFITS

Maximize the value of your security investment & mitigate environmental drift

Retire what doesn’t provide value & prioritize future investments based on evidence

Validate vendor & service provider claims, SLAs...

Enable and align security with business initiatives

Measure, communicate, and make decisions like other strategic business units

Align with industry frameworks: NIST, MITRE ATT&CK, SANS, OWASP...

Help hire and train security staff and continuously improve processes

) SECURITY. CONFIDENTIAL - NOT FOR DISTRIBUTION
INSTRUMENTED. © 2019 VERODIN INC. ALL RIGHTS RESERVED






